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Laura Mester, Chair, opened the meeting at 2:00 p.m. The October 2003 meeting
minutes were approved as written. There were no new participants acknowledged.

Laura thanked everyone for a job well done with regard to the 2003 CAFR.
Security Issues

Eileen Bur (Treasury) introduced Dan Lohrmann, the State’s Chief Information
Security Officer. Mr. Lohrmann discussed the following security topics in a Power

Point presentation of security issues that face us in state government (see
attachment).



*  What’s happening in the cyber world

Risks

Cyber crime is soaring:
CD theft
Credit card hackers
Computer virus
Swapping copyright files
Bank fraud

*  Summary of security issues in Michigan State Government
State sees threats daily in:
E-mail viruses
Scans/probes
Web server attacks
Computer hi-jack attempts

+ Attacking the problem
Secure Michigan Initiative

State employees will be asked to take a class in desktop awareness.

The following websites are recommended: www.Staysafeonline.info - online training
at no cost; www.nist.gov - National Institute of Standards and Technology. Secure
Michigan is using the same guidelines (see attachment for other websites).

The more we can do to standardize our environment and help people understand the
issues, the better the financial community will be. Laura questioned if this could
cause users to not want to be involved with technology projects that relate to the
Internet. Since we have fewer dollars to spend, will we back up and not go forward?
Dan responded that the citizens expect to be able to use the Internet for everything
while being secure at the same time. A survey was done asking individuals who they
trust the most. The number one answer was state government.

If you have questions, feel free to contact Dan Lohrmann at 241-4090 or
LohrmannD@Michigan.gov.

DIT Update

Patricia Lack (DMB) reported for Corey Sparks that the planning recommendations
for asset management are due mid February. Mike Binkley with desktop has a new
automated discovery tool which helps with inventory of personal computers. They
are getting the best information they can on desktop counts, and are going to a rated
service.


http://www.staysafeonline.info/
http://www.nist.gov/
mailto:LohrmannD@Michigan.gov

Budget Update

Laura Mester reported that information is available from the Revenue Conference on
the Budget website as well as Treasury’s website. The 2005 budget presentation is
the week of February 12. Agencies will be impacted in trying to identify expenditure
cuts, revenue enhancements, how to stretch the dollar. There may be some pressure
for departments to do transfers earlier in the process. The Legislature expects the
2005 budgets should be out by June 11, 2004.

Treasury Update

Eileen Bur reported that check depositing is becoming more risky. Don’t assume
1dentify theft is web based only.

Laura noted that we need to make certain the internal control procedures are in
place to ensure what we collected or paid is correct. We need to continue to
heighten our awareness; utilize best practices for reconciliations, etc.

The Department of Treasury will be contacting agencies regarding planned
disbursement cycles. Treasury is looking at ways to better manage cash.

Eileen thanked those who responded to the survey on credit card accounting and it
was determined that CEPAS will not be used for this. The field is a free format field
and 1s not standardized, it would not meet agency needs at a detailed level. The BAI
concept may be used which is a file that Treasury gets from the bank. A proposal
will be written and reviewed by Treasury and OFM.

Laura said it might help with several types of deposits. If acceptable, we can
eliminate agency reclassification entries and essentially do away with the majority of
what is in the 4000 fund. It would save processing time and transaction volume. It
will be similar to what is done with DI for ICON, Consumers Energy, Detroit Edison,
and AEP.

Eileen announced that J.P. Morgan Chase purchased Bank One.
Roundtable Discussion

Imaging payables: Dave Quigley discussed the benefits that can be obtained by
implementing a document-imaging program on CD. Benefits include:

+  Cost savings in filing reduction

*  Faster record retrieval

* Faster communication as images can be e-mailed or faxed

*  Reduced printing/copying of images

+  Efficient research by program and accounting staff

+  Faster audits of records

*  Shorter record retention of paper documents at the Record Center




Dave e-mailed agencies after the FMUG meeting inquiring about interest in this
program. He shared that the Internet application used by DLEG is a more costly
tool than burning the information to a CD, while utilizing the same concept. For
more information, contact Brice Sample at Record Retention or Kay Baker, Uday
Malavia, Dave Quigley at DMB.

Practices controlling computer equipment: There was discussion among agencies
with regard to inventory, physical control issues, computer applications and
operations. Laura Mester will talk to DIT’s OFM liaison with regard to guidance
and procedures on asset management and functionality.

What are the business needs of the agencies as it relates to computer equipment.
What is DIT’s responsibility related to that and how do we bring it together so it’s
more manageable and we're not in the middle having discussions on who’s
responsibility it is.

OFM will facilitate with agencies and DIT on addressing these issues.
Update on number and content of system change requests since PAWS: There are

several system enhancement development requests. Some have been distributed to
functional owners and are waiting for responses from them. They include:

Requests related to tracking purchase orders with grant and project numbers.
Working with Treasury on deletion of multiple errors related to warrants.
Working with MDOT on their project accounting and ADPICS documents.
Interface with DCDS called an Enterprise Weekly Activity Reporting System.
Working with DCH on enhancements to the vendor file and certain mail code,
using DCH as a pilot to see if it’s possible to batch interface mail code updates.
We have a DI project with Detroit Edison.

Ways to reduce volume and improve efficiency of interagency transactions: Much
discussion and concern from agencies on this issue. Lisa Fath and Tim Becker from
OFM will be coordinating a focus group.

Employee reimbursement project: OFM is waiting for Lawson to provide
information on this issue. Agencies will be informed at that time.

Systems conversion from NT to XP: Concerns regarding agency systems and
interfaces are compatible with the upgrade for MAIN. Laura will be following up
with DIT. We need a better form of communication to our agencies relating to this
upgrade.




OFM Division Updates

Technical, Audit, and Business Services: Jane Paxton reported that the training and
communications area is working on a project to create one OFM Policy and
Procedures Manual. It will include accounting, reporting, payroll, and internal
controls. This will also include OFM policies in the Administrative Guide and the
procedures in the FRAM.

The biennial internal control agency site visits have been completed; the report is in
the review process. Overall, statewide evaluations practices have continued to
improve. Contact Rick Lowe with any questions.

OFM has developed a security-monitoring guide, which is a checklist to be reviewed
and signed off by CFOs and ASA.

The Help Desk is back to a normal volume of calls after the peak period with HRMN
Payroll. Please remember to leave a voice mail message when you call so that they
can verify the volume of calls not getting through.

There are agency websites that have information about contact and payment express
and vendor file information, some information is incorrect. Jane is working with FIA
to correct the instructions. Contact Jane Paxton with any questions at 241-7727 or
call the Help Desk.

Financial Operations

Laura reported for Ruth Mealy. The primary focus has been on 1099s and W2s.

Financial Control

Laura mentioned that the 2003 closing was very timely. Issues that came up were
dealt with quickly and efficiently. Chief accountants should be proud of their
accomplishments. There was a short discussion on year-end overtime and budget
issues.

The meeting was adjourned at 4:25 p.m. The next FMUG meeting is scheduled for
2:00 p.m., Thursday, April 22, 2004, in room #3 of the Ottawa Conference Center.



The State of the State for
Information Security

Are We in a Cyber War?

Presented by: Dan Lohrmann,

Michigan Chief Information Security Officer

FMUG -- 1/14/04



Security Session Agenda

Topic 1: What’s going on around the cyber
world?

Topic 2: Summary of security issues in Michigan
State Government — including recent
incidents.

Topic 3: How are we attacking the problem in
Michigan State Government?
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NEW YOEE (AP) — A computer hacker gained access to
more than 5.6 million Visa and MasterCard account numbers
by breaching the security of a company that processes
transactions for merchants, the card associations satd Tuesday.

Wiza US4 spokesman Mike Eiley said that there has been no
report of fraudulent activity involnng the accounts and that
Wisa was monitoring the situation.

He said he could not identify the third-party processor or say
exactly when ot how the hacker got access to the account
information, which mvolves some 5.4 midlion Visa accounts
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LONDON, England {Reuters) --
Flirting with colleagues,
scheming against the boss
and gossiping about co-
workers are among the most
common Instant Messenger,
or IM, missives circulating
around the office, according
to a survey released this
week.
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Identity thieves steal $62.000 in casino scam

By Kristina Buchthal
kristing buchthal@indystar .com
Cctoher 8, 2003

It's a casine hetst with a high-tech twnst -- identity thiewes used phony credit
cards i a sophisticated scheme to swindle at least $62,000 from five riverboats

i northrwest Indiana.
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US teen charged with securities fraud
By Adrian Michaels in Mew York
Publizhed: October 9 2003 16:03 | Last Updsted: October 9 2003 12:00

Federal regulators scored anather first for the electronic age
an Thursday, arresting a 19-year-old living with his parents in
Fennsylvania in the first case involving a combination of
securities fraud, computer hacking and identity theft.

The alleged behaviour of YYan Dinh is a cautionarny tale for all
internet traders. Officials say he limited his own internet
trading losses by tricking another home trader into
downloading software, which Mr Dinh then used to steal log-
inand passward information for an online brokerage account.

mr Dinh, enforcement officials say, then signed in to the brokerage, buying up most of

his own loss-threatening trading positions and saving $37,000. He was arrested an
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For a computer user, it's the ulhmate
—— secunity headache: & hacker has
Colurnicte secretly taken control of the
Personal Tech cotnputer and copied sensitrve
Special Reports nformation such as passwords and
Jobs credit card numbers.
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Tsers often think the odds of getting
hit by malicious software are safely
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| Kansas auditors crack 1,000
passwords
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I By wWilson P. Dizard |l

GCM Staff
The Kansas Health and Environment

I:_m 'I;qplns Departtnent has serious IT security and disaster

IDmetrics

recovery problems, the state's legislative auditor

Defense IT has found. The auditors said they used

e e N nassword-cracking software to decipher more
E-Gowernment than 1,000 of the department's passwords—
Homeland Security including several administrative passwords—aor
IT Infrastructure B0 percent of the total, in three minutes.

IT in Action

The department began fixing the security
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Finance sector bracing tor upswing in Internet fraud

Cyberscams expected to
soar in 2004, experts say

Story by Bernhard Warner

DECEMEER 15, 2003

[ REUTERS 1 - LOMDOM --
Eanking officials and computer
seClUnty experts predicted
today that the wawve of
cyberscams targeting the
financial services sector will
soarin 2004 as the industry
braces for a new onslaught of
fraud schemes.
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¥mas virus on the cards

By Roger Howaorth

Users warned to beware emails bearing .gifs

Security experts
last week warned
that hackers are
preparing Christmas
card emails that
appear to lead to
innocent images,
but in fact trick
users with \Windows
systems into
downloading
viruses,

To avoid difficulties,
firms should check
their mail filterin
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Hackers hit NASA Web sites

By Joah Jackson
GCM Staff

Hackers attacked 13 MASAYWYeh sites vesterday
and changed their contents, agency spokesman
Brian Dunbar confirmed today. As a result ofthe
compromise, the agency has taken the sites
affline until the wulnerakilities can be identified
and fixed, he said.

All the sites were subdomains of the Masa.goy
YWeh address, including the MASA Research &
Education Metwiaork (et iren.nasa.gow), the
Advanced Supercomputing Division

(it RS Nasa.0ov, the Information Power Grid
fnniy ipg.nasa.gov) and the Computing,
Infarmation and Communications Technology
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By Amanda Mallonee

FREDERICK, MD JANUARY 9- Officials are calling it the largestillegal ID factory bust
in the Baltimore- Washington area, The Frederick County Sheriff's Office zavs a
vear-lang investigation has led to the arrest of a Frederick-area man on identity theft
charges,

Thiz entire investigation started when a Michigan man reported sormmeone had stalen
hiz identity and opened accounts at Frederick's Ban-Ton and Sears stores,

Frederick County Sheriff's Office detectives recently identified a suspect in the caze as=
39-vear-old Jian Wang of Frederick, Detectives were following Wang when he was
stopped for a traffic violation Wedneszday on I-95. A fake name and bithdate on his
driver's license prompted officers to zearch hiz car and eventually his hame.

Curing those searches, police found fradulent credit cards, social security cards and
the equiprment to make them., Detedtives think Wang was uzing the illegal credit
s e R oFEFEE e dmwmelro . FrivEiFiive =seA ale~tremicee OoF FRie mEilt AetastFias e
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Microsoft Patches Fail To Fix Dangerous Security Flaw

Ey Brian Erebs
washingfonpaosf.com Staff Writer
Tuesday, JTanary 13, 2004; 4:26 PM

Microsoft Corp 's latest round of
software patches fails to fir a flaw
its Internet Explorer "Web browser
that makes it easier for online
criminals to dupe people into
disclosing thewr credit card mumbers,
passwords and other private data,

security experts were hoping that the
patches, which were released today,

would address the problem, but a
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Is Michigan at Risk?

Where Attacks Come From
(% of Respondents reporting attacks)

Foreign govt.
Foreign corp.
U.S. Competitors
Hackers

Disgruntled Employees

0% 20% 40% 60% 80%

Attack Profiles

Finacial Fraud

(by Category)

Information Theft
Other
Denial of Service

Vandalism

0% 5% 10% 15% 20% 25% 30% 35% 40%

Source: 2003 CSI/FBI Crime & Security Survey




State Sees Threats Daily

Typical Incidents per day (approx.)
— 1500 e-mail viruses

— 38,000 scans/probes

— 620 web server attacks

— 3 Computer Hi-jack attempts



Typical Incidents and Causes

Trojan/System Backdoor

— Acceptable Use Violations:
e Pcer-to-Peer file sharing
e Instant Messaging (Chat programs)
e Visiting Inappropriate Sites

e Online games

Website Defacements

— Need for Patch Management
— Need for Change Management



Typical Incidents and Causes
Continued

Worms/Viruses
— County network connections (CodeRed.F)

— Contractors plugging in infected laptops on SOM
network (SQLSlammer)

— Employees dialing into network with unsecured and
infected home machines (MS Blaster/Nachi)

— Peer-to-Peer file sharing (Klez.h, BugBear)

[llegal/Inappropriate Activity
— Child pornography
— Copyright violations (Pirated software, music,movies)
— SPAM



Consider These Questions

Can 1

— an 1ntrusion as 1t occurs across my entire network?

Can 1

— with sufficient speed and resources to minimize
loss?

Can |

— what systems and data were compromised? :

What is my risk of loss if I can’t? b
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THE SECURE MICHIGAN INITIATIVE

EDUCATE

OFFICE OF
ENTERPRISE SECURITY

DEPARTMENT OF INFORMATION TECHNOLOGY



The Process

Rapid risk assessment
As 1s analysis

Gap determination

To be Security
recommendations




Results

Based upon the DIT rapid risk assessment, the.
Enterprise security group had recommendations
in the following six(6) focus areas:

1) Roles and responsibilities.

2) Security awareness, training and education.

3) Security incident management.

4) Computer security risk management.

5) Disaster recovery.

6) Certification and accreditation of applications and ).
systems.




Office of Enterprise Security
What Do We Do?

Michigan IT Strategic & Tactical Security Plans

Coordinate Incident Response, Patch Management, Security
Awareness, Risk Management, DR, and security
certification/accreditation processes within DIT

Homeland Security Liaison, Cyber-Security Committee ‘Chair,
Critical Infrastructure Protection (CIP) Co-Chair

NASCIO & other national + state + local coordination
DIT Emergency Management Coordinators (DIT EOC)
MITech Security Sub-Committee, SDII Phase 2 Processes



Where’s Help
At Home & Work ?

Michigan State Government Awareness Training is coming

Good Websites:

Some Practical Tips -- What can you do?
1. Keep your personal information private including your name, phone number,
address, passwords and social security or credit card numbers.
2. Turn off the computer if you feel uncomfortable with what you are seeing on the
screen.
3. Never agree to let children meet someone in person who they have met online.
4. Don’t share photos of yourself with strangers.
5. Keep the computer your child uses in a central location.
6. Join children as they surf the Internet.
7. Install anti-virus and firewall software on your computer.
8. Remember, not everyone on the Web is who they say they are.




Where’s Help?
Public Sector - State/Federal

* White House —

* Department of Homeland Security —
 Michigan Homeland Security Website —

* National Infrastructure Protection Center (NIPC) —

Recently renamed to Information Analysis Infrastructure
Protection (IAIP)



Where’s Help?
Public Sector - NIST

National Institute of Standards-and Technology
Founded in 1901, NIST is a non-regulatory federal agency within the U.S.

. NIST's mission is to
develop and promote measurements, standards, and technology to enhance
productivity, facilitate trade, and improve the quality of life. NIST ecarries out its
mission in four cooperative programs:

, a nationwide network of local centers
offering technical and business assistance to smaller manufacturers; and
, Which accelerates the development of
innovative technologies for broad national benefit by co-funding R&D
partnerships with the private sector.

SP- 800-12- Information Security, The NIST Handbook

SP-800 —18 — Guide For Developing Security Plans



Questions?

Contact Information:
Name: Dan LLohrmann

Phone: (517) 241-4090
e-Mail: LohrmannD(@mi.gov
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